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SESSION 1

1.Basics of Cyber Security
¢ -Defining Cyber Space and its regulations
e -Concept of Cyber Security, issues, & challenges of Cyber
Security
2.Introduction to Cyber Awareness
e ‘What is cyber safety?
e -Concept and use of Cyber Hygiene in daily life
3.0nline Etiquettes and Responsible Behaviors
¢ Internet addiction & ethics and respecting other’s privacy
¢ -Online Netiquettes

SESSION 2

l.Introduction to Cyber Crime & Safety

e -Defining Cyber Crime & its Kinds

¢ -Prevention & Reporting of Cyber Crime
2.|dentification of Cyber Threat
-‘Understanding common Cyber Threats & Attacks
‘Recognizing warning signs and red flags
-Spotting fake apps and fake news
‘Risk associated with fake news, fake post, fake jobs, fake
WhatsApp messages, fake customer care/toll free
numbers

¢ -How to verify information online and stay safe
3.Awareness on Mobile Security

¢ -Mobile Connectivity Security Attack (Bluetooth, Wi-Fi,

Mobile as USB)
¢ -Mobile Apps Security, USB Storage Device Security

Session 3

¢ .Introduction to Cyber Crime & Safety
1.Social Media Security
¢ -Understanding the risk on social media platforms
¢ -Social Media Security Tips
2.0nline Gaming & Online Shopping Security
¢ -Associated Risk in online gaming Communities
¢ -Online Gaming Security Tips
¢ -Understanding the importance of secure online shopping from
trusted source
¢ Tips for secure online shopping and protecting financial
information
3.Password Security
¢ Importance of Creating Unique & Strong Password
» -Password Security Setting (Ex. Two Factor Authentication)
4.Cyber Awareness Pledge
¢ ‘Encourage students to take cyber awareness pledge
¢ -Key takeaways and commitment to online safety

Session 4

Free awareness session for School Administration
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PROGRAM DETAILS

Days: 03
Duration : 90 Minutes each da

Target Audience: 6" to 9"

Fees: Rs 100 /- per Candidate

EMBRACE THE CHALLENGE

Activity: “v Poster Making
Competition

WAwards: Trophies &
Certificates Await the Best
Minds!

ORGANIZATION

HEADQUARTER

Cyber Law Pioneers Pvt. Ltd.

P. No. 2], Prateek Garden Ward
No. 53 Baghsewaniyaq,

Bhopal 462026

Contact us: 8770303862,
9343649161

Email:
cyberlawpioneers@gmail.com
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